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Protecting Patient Privacy in the Information Age
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The loss of privacy seems to be a foregone conclusion in the information age. Polls show that 
most Americans believe they have lost all control over the use of personal information by 
companies.1 Americans are also concerned about the threats posed by identity theft and 
fraudulent internet deceptions like phishing.2 People are learning the hard way to withhold 
information unless it is absolutely necessary to disclose it. Being discreet has become a survival 
tool for the information age.  

Privacy is a key ingredient of health care, which has yet to see widespread use of information 
technology. Withholding information from health care providers to protect one’s privacy is not 
good for one’s health. For example, a patient who goes to the emergency room with heart 
trouble may be embarrassed to disclose Viagra use but sharing that information is critical 
because Viagra is risky for patients when combined with certain heart medications. Patients 
need to feel safe when sharing personal information; they need to know it will be kept private. 

Information technology threatens privacy even as it makes our lives more convenient and our 
economy more productive. Digitized patient records can be copied and transmitted repeatedly at 
virtually no cost unlike paper-based records. That is both a problem and an opportunity. It 
means doctors, health care professionals, and patients themselves can have ready access to 
complete health care records. At the same time, it means that the number of people who might 
have access to the most private details of one’s life rises exponentially.

A key part of the resolution of this dilemma is to give patients control over who has access to 
their health care information. This goal could be achieved through an electronic health record 
(EHR) account. The account would contain all of a patient’s clinical information and medical 
history as well as personal information that patients enter themselves. Patients would establish 
these accounts through trusted third party organizations called independent health record trusts 
(IHRTs). IHRTs would release information from a patient’s EHR account only with a patient’s 
permission. The transaction could be as simple as a patient giving the doctor’s office a magnetic 
swipe card. Representatives Dennis Moore (D-Kan.) and Paul Ryan (R-Wis.) and Senator Sam 
Brownback (R-Kan.) have proposed legislation to create IHRTs.3

Many advocates for health information technology do not see privacy protection as a necessary 
precondition for its widespread use. Instead, they see it as secondary issue or as a something 
that must be balanced with other competing needs. For example, when deciding to let health 
care providers disclose patient information without patient consent in 2002, the U.S. Department 
of Health and Human Services “balanced the privacy implications of uses and disclosures for 
treatment, payment, and health care operations, and the need for these core activities to 
continue.” More recently, a workgroup organized by HHS is trying to “balance the needs 
between appropriate information protection and access to support” for patients.4 Although this 
point of view may sound reasonable, in fact, it poses a false choice between privacy and health 
care. 

To be sure, there are some direct conflicts between privacy and the provision of health care. 
Federal and state governments require providers to report on a patient’s health without asking 
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for a patient’s permission when it is necessary for purposes such as infectious disease control, 
law enforcement, or public health monitoring. But requiring patient permission for releasing 
personal information has been the medical ethic going back to the Hippocratic Oath. Information 
technology can and should be a tool for protecting patient privacy as well as making health care 
safer, cheaper, and more convenient.  

The Promise of Health Information Technology

The potential benefits from using electronic health records in the health care sector are well 
established. EHRs can make health care safer, less costly, and more convenient. In 2001, the 
National Academy of Science’s Institute of Medicine stated that the most promising IT systems 
for managing clinical decisions and operations require an automated system of EHRs containing 
key patient data.5 Researchers at RAND have estimated that full adoption of EHR systems 
would save $81 billion annually.6 In terms of convenience, EHRs would enable providers and 
insurers to offer new tools to patients, such as refilling prescriptions and viewing lab results 
online. Just as the internet has spawned a vast supply of creative ideas and innovative 
products, so too would an information network for EHRs engender a new generation of 
computer applications for patients and health professionals.  

Much of the key patient information for electronic records has already been digitized. 
Pharmacies, health plans, and lab companies have already digitized information about 
prescription drugs, diagnoses, and lab results for their own internal purposes. For example, 
when pharmacists receive a hand-written or faxed prescription from doctors, they will typically 
enter the prescription information into a computer system in order to process an insurance claim 
electronically. 

Existing digitized information can be extremely valuable when put to use in the delivery of health 
care. For example, computers can check automatically for prescribing errors using digitized 
prescription information. Emergency room physicians can avoid duplicating diagnostic tests 
when they can see instantly from digital records that a patient’s regular doctor has already 
ordered the necessary tests. This one efficiency measure alone could save upwards of $60 
billion each year.7

The problem is that existing digitized patient information is not widely available electronically for 
either patients or doctors to use. It is stranded in isolated computer systems of health insurance 
plans and other groups. Unless patients have a quick and easy way to give their consent for its 
use and transfer it electronically, this information will continue to go unused by doctors and their 
patients.  

Existing digitized patient information is already finding a second life as a source for marketing 
information. For example, a federal law known as HIPAA (Health Insurance Portability and 
Accountability Act) permits paid advertising directly to consumers based on their prescription 
histories if a pharmacy, not the pharmaceutical company, carries the message to the patient. On 
the one hand, a reminder to refill a prescription for a chronic condition is a good health care 
practice that is no different than reminders from dentists to come in for a regular check-up. On 
the other hand, when the reminders suggest trying a new drug, patients rightly begin to wonder 
whether the pharmacist really has the patient’s best interest in mind. If patients could choose 
whether they wished to receive reminders or marketing messages, then they would not feel as if 
their trust had been violated.   
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Patient-Controlled Electronic Health Records

With a patient controlled EHR, patients could exercise the right to release the health care 
information of their choosing. They would have an audit trail of everyone who has seen their 
EHR account, and they could choose whether or not to open an EHR account in the first place.

To create an appropriate regulatory environment for EHR accounts, the U.S. Department of 
Health and Human Services would certify independent health record trusts (IHRTs).8 IHRTs 
would have fiduciary responsibilities to their account holders for the integrity, security, and the 
authorized receipt and release of patient data. By law, every health care professional or 
organization should be required to provide a patient’s EHR account with electronic access to 
any digitized information about a patient. Thus, patients would have a complete version of their 
medical records when they see multiple doctors, receive tests results from various diagnostic 
and radiological services, or undergo procedures at hospitals. 

IHRTs would function similarly to credit card companies.  Credit cards allow consumers to 
authorize payments on their behalf. The VISA credit card network, for example, enables 
individual banks and other organizations to issue credit cards while maintaining a broad network 
that any merchant or any consumer can use. Organizations ranging from WebMD, the online 
health care service, to the American Association of Retired Persons could become IHRTs. All 
IHRT accounts would have to be accessible to all doctors and all patients in order to ensure the 
creation of a broadly used network. 

Health plans and employers have already begun to issue personal health records, which are 
similar to the EHR accounts envisioned in this proposal.  According to health insurance industry 
leaders, by next year, over seventy million Americans will have access to a personal health 
record that contains records gleaned from medical claims data.9 Dossia, a collaboration of 
several large employers including Intel and Wal-Mart, will begin offering employees a personal 
health record that includes records for medical testing labs and all other sources in addition to 
records from medical claims.

One potential obstacle for the personal health records offered by health plans and employers is 
whether patients and their doctors will trust IHRTs to oversee their medical records. Trust is key 
because no one will participate in a network if they believe it will work against their interests. 
Physicians and employees are not likely to want to share sensitive information with health 
insurance plans and employers. Even if health plans and employers create firewalls between 
themselves and patients’ records, they would still be less responsive to the needs of patients 
than an independent organization that is unencumbered by such restrictions and is beholden 
directly to patients. Nonetheless, the role of health plans and employers as proponents of 
change is important because they will be the first to benefit from the elimination of duplicative 
testing and other savings from electronic health records and are thus a source of financing for 
IHRT operations. 

Under the legislative proposal for IHRTs, an employer-based group like Dossia or a health 
insurance-based personal health records initiative could apply to be certified as IHRTs. In 
addition to having fiduciary responsibilities to their account holders, they would have to maintain 
lifetime access to patient records and ensure portability of EHR accounts for patients who 
wished to switch to a different IHRT. Different IHRTs could compete for patients based on 
health care services related to a patient’s records. For example, a trust could alert patients with 
untreatable conditions to clinical trials for experimental therapies or could provide patients with 
the latest research about their health care problems.
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With large databases of medical records comes great potential for research and other uses in 
both the public and private sectors.10 People should be able to lend their EHRs anonymously to 
researchers who will be able to examine their health care experiences and those contained in 
millions of other digital shadows to figure out new ways to improve health care and lower costs
while preserving patient anonymity. Of course, like any other research initiative, IHRTs should 
be required to disclose their sources of revenue and seek patient’s permission over participation 
in any data-sharing program. This aggregated information will have substantial economic value 
for both public and private purposes. 

Complete Privacy Protection

The success of EHR accounts and IHRT depends on widespread patient approval. If 
successful, it will provide health IT a solid foundation of support from patients. However, just as 
patients feel vulnerable when they are exposed in an examination room, patients do not want 
their confidential health information exposed to prying eyes without their consent. If patients feel 
they do not have control over who can see their personal health records, patients will try to 
withdraw from the system. The resulting political backlash from such an incident would hinder 
the success of any such future initiatives. No system will be foolproof, but patients can balance 
the risks of losing privacy with the benefits of participating in IT-driven health care, which will 
only increase over time as medical science advances its understanding of disease, particularly 
genetic diseases that will require an individual’s genetic profile to be included as part of their 
EHR. 

Patient-controlled EHR accounts will give patients the following privacy protections: 

1) Voluntary participation.
2) Patient control over access to electronic records.
3) Patient control over segments of particularly sensitive records so that they are not 

shared in the same manner as the rest of the health record.  
4) A list of who has had access to the patient’s records.
5) Forbidding employer access to patient records. 
6) Disclosure of security breaches to patients. 11

These protections would be much tighter than the current federal privacy law. HIPAA has many 
gaps in privacy protection that will expand even further as health information technology 
becomes more prevalent in the healthcare system. The most significant gap is the absence of a 
general requirement for health care providers and organizations to seek patients’ permission for 
releasing information, a standard provision of medical ethics for centuries. Instead, HIPAA only 
requires that providers give patients a disclosure statement about privacy rights, which patients 
sign only to acknowledge receipt of the disclosure, not to give permission to share their data. 
Under HIPAA, doctors, hospitals, health insurance plans, and companies that work with 
providers and plans can see personal medical information without the patient’s permission. 
Although the number of people with access to personal medical information is seemingly self-
limiting with paper records, whereas access is virtually potentially limitless with electronic 
records, the remaining privacy gap under HIPAA could be largely filled by a requirement that 
any information that an IHRT releases from a patient’s EHR account could not be re-released 
without further patient permission. In other words, the new privacy rules would track the 
patient’s data. As patients’ data spread, the new privacy rules would replace the old, less 
stringent rules by default. An EHR account would enable health care providers and 
organizations to comply with patient’s privacy choices quickly and easily. Nonetheless, a final 
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requirement that all providers and organizations comply with patients’ privacy preferences, 
regardless of whether they actually open an EHR account, likely will be necessary.

Conclusion

Health information technology has clear benefits for patients but the risks for patients of losing 
their privacy should be minimal. Policymakers can put health information technology to work 
doing double duty in protecting patients’ privacy and making health care safer, cheaper, and 
more convenient.  
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